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FIGHTING PIRACY: EADS! SOLUTIONS

In 1995, in its daily publication, the
OBulletinquotidien de situation,Oread
by policy makers, Francels General
Secretariat of National Defence
(SGDN) highlighted the return of a
threat from another era: maritime
piracy. Focused on the Indonesian
archipelago, the report called for
ongoing monitoring of the problem.

Fourteen years later, the Strait of
Malacca, through which 25 per cent
of the world!s oil and two-thirds of its
gas are transported by ship, is
generally secure. However, as
pointed out by the French Navy
headquarters, this important passage
remains a target for pirates. The
numbers of vessel arrests and
hostage takings have increased in
the Caribbean and along the coasts
of Africa (Somalia, Nigeria). In
Somalia, these incidents are made

worse by the ongoing civil war. Over
the years, piracy has become a
business and countries have had to
adopt a military response, given that
more than 20,000 vessels come
through the Strait of Bab el-Mandab
between Yemen and Djibouti every
year (12 per cent of maritime trade
and 30 per cent of worldwide oil
transit).

The international community,
including NATO, for whom energy
security is a top priority in its future
strategic concept, must find solutions
to deal with this new threat at sea.
Piracy has becomes big business:
according to a study by the British
think tank Chatham House, the total
amount of ransom money paid to
pirates in 2008 ranges between 18
and 30 million dollars. Even before
the recent tragedies due to piracy,

such as the @QPonan,OEuropean
defence companies had already
begun considering new solutions
enabling armies to monitor, deter
and, if necessary, neutralise pirates.

Thus, at EADS, maritime security
currently holds a key position in the
global approach to maritime threats,
including piracy. For EADS, maritime
security includes protection of
coastal infrastructures, territorial
waters (12 nautical miles), exclusive
economic zones (200 nautical miles)
and enforcement of regulations in the
contiguous zone. The Onaritime
securityO mission is based on
surveillance and combating piracy,
identifying ships and monitoring their
movements, protection of offshore
platforms and tankers, and
deterrence and interception of
polluters.

-

The Convention on the Law of the
Sea (Montego Bay, 10 December
1982) defines the legal aspects of
dealing with piracy and armed
robbery as well as other offences
and specific infractions (human
trafficking, drug trafficking,
unauthorised emissions).

Article 101 states that piracy is
defined as @ny of the following
acts: a) any illegal act of violence
or detention or any depravity
committed for private purposes by
the crew or passengers of a ship or
a private aircraft and directed: (i)
against a ship or aircraft, or against
persons or property on board in
high seas, (ii) against a ship,
aircraft, persons or property in a
place not under the jurisdiction of
any State; b) any act of voluntary
participation in the operation of a
thp or aircraft when author of the

What is maritime piracy?

act is aware of the fact that the
vessel or aircraft is a pirate ship or
aircraft; ¢) any act having the effect
of encouraging the acts defined in
paragraphs a) and b) of this
section, or of intentionally
facilitating it. OThis definition is
quite restrictive. Considering only
the acts committed on the high
seas or Gn a place not under the
jurisdiction of any State,O it
excludes those committed against
vessels in territorial waters, when
in fact most attacks occur in this
context.

Armed robbery in terms of law of
the sea is defined as @ny unlawful
act of violence or detention or
depredation, or threat of damage,
other than an act of piracy
committed against a ship or against
persons or goods on board, in an
area under the jurisdiction of a

~

State when it comes to such
crimes.O

To combat this problem, the UN
Security Council adopted a
resolution that calls all States to
Qctively participate in the fight
against piracy targeting ships on
the high seas off the coast of
Somalia, in particular by deploying
naval vessels and military aircrafft,
in accordance with international
law.O

Tools for fighting piracy include
ongoing surveillance, regrouping of
capabilities with the implementation
of joint systems (integrated use of
satellites, ships, helicopters...), with
secure communications. The goal
for a country is to maintain
deterrence by having the right to
intervene militarily. /
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EADS! POSITIONING

EADS: A WORLD LEADER IN MARITIME SURVEILLANCE

In the field of maritime
surveillance, EADS is present in
both Europe and around the
world thanks to the competencies
of the Defence & Security division
as well as its subsidiaries Atlas
Elektronik and SOFRELOG.

The Portuguese experience

The surveillance contract with
Portugal is one of the oldest of its
kind. In December 2004, Portugal's
Instituto dos Transportes e
Portufrio Mar'timos (IPTM) asked a
Portuguese-German consortium led
by EADS to come up with a Vessel
Traffic System (VTS) to monitor
traffic off the coasts of Portugal.
This system is of strategic
importance for the European Union,
as it makes it possible to protect
Europe!s external borders as well as
improve traffic security and maritime
environmental protection. The
contract is worth 80 million euros.

The system includes control
centres, networks, digital data
communication, ground radar
stations and a power supply system
for a total of 31 different
construction projects. At the heart of
the system, the main control centre
in Lisbon and the secondary centre
in Portim<o are connected to eight
remote radar stations and base
stations carrying out the automatic
identification of ships (Automatic
Identification System, AIS) as well
as to other sensors and
components. The consortium also

provides eight radars and a control
centre for seaports.

The example of Qatar

Qatar and EADS signed a contract
in Doha in 2007 for radar coverage
of Qatari territory. Worth 240 million
euros, the project aims to install a
surveillance network for maritime
border, coastal and land protection
of Qatar. The network includes the
establishment of monitoring stations
and electronic technology. It will be
linked to command and control
ground centres at various levels,
thanks to a telecommunications
system ensuring the secure
transmission of information, images
and other data. The contract also
provides the training of local project
managers, designed to give Qatar a
security system for the protection of
economic resources as well as
other development projects of the
emirate.

Protection of the Tangier
seaport

Similarly, the European group
EADS! Defence & Security Division
(DS) has won a contract to provide
a security system for the new
seaport of Tangier (Morocco), called
Oanger Med.OThe deployment of
the system is due to be completed
between 2008 and 2011. EADS DS
will provide a fully integrated system
to ensure the commercial continuity
and efficiency of seaport activity.
Designed to cope with potential

WHAT SOLUTIONS ON THE SHELF?

Among the generic solutions
offered by EADS are fixed and
mobile platforms equipped with
radars and cameras (infrared, TV);
aircraft and unmanned aerial
vehicles (UAV) for long distance
surveillance; helicopter for rescue
missions or location and
identification of objects as well as
ships capable of ensuring short-

range monitoring.

Within the framework of coastal
radar control, EADS offers electro-
optical and underwater sensors, as
well as automatic identification
systems (AIS).

Regarding intelligence gathering,
EADS! products range is consistent
and meets a need now included in

threats, whose nature was analysed
in detail, this system of sea border
monitoring is based on well-
recognised sensors for detecting
and identifying any threats. On land,
protection of the seaport is provided
by several filters including fence, a
video surveillance network as well
as access control, which perfectly
integrates  within business
operations. The versatility of the
IMARSEC! sub-systems suite,
supervised and controlled from a
single control room, is particularly
well adapted to the diversity of
Tangier Med!s business, including
container traffic, petroleum
products, bulk cargo and Ro-Ro, not
to mention millions of
intercontinental passengers.

QVith our Integrated Maritime
Security (IMARSEC! ), EADS DS
has developed a proven system of
global security and safety of
seaports security, coastlines,
territorial waters and exclusive
economic zones (EEZs). This tool is
perfectly suited to the ambitious
political security of TMSA, the
Tangier Mediterranean Special
Agency. We are proud to participate
in the international expansion of
Tangier Med, providing an essential
component to the success of this
great industrial enterprise,Osaid
HervZ Guillou, Defence and
Communications Systems
(DCS) CEO.

the Gxnowledge and anticipationOof
the French White Paper on defence
and national security: surveillance
and reconnaissance system,
observation satellite, real-time
image analysis and risk assessment.
These solutions provide a
comprehensive range to meet any
type of threat at sea.
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MARITIME SURVEILLANCE BY SATELLITE

EADS Astrium and Spot Image
SA are the key elements of
imagery intelligence in the fight
against maritime piracy. Satellite
imagery offers an unmatched
observation capability, which can
supplement traditional means of
surveillance (ships and aircraft) and
optimise military or security
operations. Spot Image and Spot
Infoterra Group directly control an
unrivalled constellation of satellites,
combining optical and radar
capabilities. As part of its close
cooperation with the French navy
since 2007, including the joint
military staff based in Fort-de-
France, in charge of the Caribbean
region, Spot Image is implementing
a monitoring in short loop. Hence,
only two hours are needed between
imagery acquisition, image
production, intelligence extraction
and its transmission (use of secure
VPN-type connection).

On 10 November 2008, the E.U.
Council voted on a joint action
regarding the establishment of a
military operation, called Atalante,
in support of UNSC resolutions
concerning the fight against piracy in
Somalia. Operation Atalante aims to
contribute to the protection of World
Food Programme (WFP) ships that
bring food to Somalia for displaced
populations. Atalante will also
protect vulnerable vessels transiting
off the coast of Somalia, monitoring
territorial waters and Somali coasts
in order to detect any threat against
maritime traffic, deterrence,
prevention and suppression of acts
of piracy.

A total of ten countries will
participate in Operation Atalante,
among which five of them through a
permanent contribution to the

The use of satellites for operational
needs provides a near real-time
pre-tactical surface situation. This
allows the detection of any type of
boat, including smaller ones such
as the go-fast used by traffickers,
as well the monitoring of any
suspicious behaviour. Targeted
information acquisition in specific
areas is carried out and may be
merged with other data from
automatic identification systems
(AlIS, VMS, LRIT), in order to
complete the surface situation.

Regarding the Horn of Africa, where
insecurity is growing, especially at
sea, the areas at risk that should be
monitored could be covered from
Djibouti. The idea to establish a
direct ground receiving station
would provide the same service as
the one deployed in the Caribbean
and could ensure the availability of
interpretation reports (which is the

OPERATION ATALANTE

operation, i.e. Germany, Spain,
France, Greece and the United
Kingdom. Twenty ships and aircraft
are involved and about 1,200 troops
will also contribute. The exact
number of ships and maritime patrol
aircraft taking part in this operation
will depend on their availability.
Thus, the composition of the
European naval force will
continuously evolve. On average,
EUNAVFOR will rely on four to five
frigate-type military ships and three
to five aircraft, helicopters and
maritime patrol aircraft.

France is participating in Operation
Atalante with the permanent
deployment of a frigate over for the
entire duration of the operation.
Paris will also send an ATL 2
maritime patrol aircraft, based in
Djibouti, on an occasional basis.

most difficult as it relies on the
know-how of interpreter officers) in
less than two hours.

Tests have also been carried out in
2009 from SPOT5 images, off the
coast of Yemen, highlighting the
interest of detecting small boats
with suspicious behaviour, or at
least incompatible with coastal
fishing activity (e.g. an isolated
wooden boat at the crossroads of
major shipping routes).

France is also offering logistical
support to the operation with its
base in Djibouti. Countries involved
in the operation may rely on the
French airport infrastructure of the
FFDJ base (French Forces in
Djibouti), which also provides health
support.

The European naval force will
operate in an area covering the
southern Red Sea, the Gulf of Aden
and the Indian Ocean, along the
Somali coast, up to 500 nautical
miles of coastline, approximately
2,000,000 km". It will conduct
missions to protect WFP ships and
will ensure presence and deterrence
missions in the area of EUNAVFOR
operations including Somali
territorial waters, in accordance with
UN Security Council resolutions.
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PROTECTION, SAFETY AND SECURITY

EADS Defence & Security offers
true competencies as a solutions
integrator for large systems, and
with major capability areas:
protection, security, surveillance,
reconnaissance and
communication. Today, the
European group has attained a
leadership position through its
expertise in management of
complex systems. In this field,
EADS DS has major references
such as the security shield system
in Qatar or the integrated maritime
security of the new seaport of
Tangier Med (see page 2).

In the naval field, EADS DS
benefits from the technological
skills of its subsidiaries SOFRELOG
and Atlas Elektronik, a joint venture
with  ThyssenKrupp Marine
Systems.

Traffic control

In 2006, EADS, through its French

branch Defence & Security
Systems, acquired the French
company SOFRELOG, a leading
provider of solutions for the control
of maritime traffic and coastal
surveillance. This gives EADS the
opportunity to position itself more
aggressively in the maritime
security solutions market.

SOFRELOG provides control
systems and seaport traffic as well
as coastal surveillance based on
the SYTAR! technology deployed
in more than 35 countries, and is
recognised as one of the most
advanced systems by institutions
and industrials in the field. This
coastal surveillance system was
particularly developed in the two
programmes mentioned above:
Qatar and Tangier. SOFRELOG is
also prime contractor for the
Spationav programme, the coastal
surveillance system for France.

Spationav

Little known among the general
public, Spationav contributes to the
protection of areas near the
metropolitan regions, as well as
departments and overseas
territories:

¥internal and territorial waters
(outside the administrative
boundaries of seaports);

¥ Exclusive Economic Zones;

¥ areas of responsibility for search
and rescue;

¥ special areas (e.g. areas of
exercise).

This role mainly takes place in
missions under the action of the
French state at sea, as well as
missions entrusted to Maritime
Territory Defence.

In order to meet the needs of
seaport security, EADS combines
the sea and land monitoring
approaches.

SURVEILLANCE AND RECONNAISSANCE

The French maritime territory
defence (TMD) requires an
ongoing gathering of intelligence
data in a comprehensive way. This
aspect of the French Naval Defence
Operations Area (DOT) includes
monitoring maritime approaches. It
is a mission entrusted to the
commanders of maritime regions,
which may be delegated to district
commanders at sea and includes
roughly the following:

- Ensuring coastline surveillance;
- Giving information to civilian and

military authorities on suspicious
activities and threats;

- Fighting any hostile actions at sea

In order to fulfil their missions, the
maritime region commanders rely on
information means and command
systems. Spationav reinforces these

means and operates within this
system.

However intelligence also comes
from UAVs. Another major expertise
of EADS Defence & Security is
based on its ISTAR capabilities
(Intelligence, Surveillance, Target
Acquisition and Reconnaissance),
based on airborne systems and
UAVs, as well as on satellite
imaging systems. ORKA is a vertical
takeoff and landing UAV, which
provides armed forces with new
prospects in the conduct of
operations in maritime or urban
areas. ORKA is the solution
proposed by EADS as part a
demonstrator study launched by the
DGA, the French procurement
agency. In its naval version, ORKA
can be engaged in anti-surface
combat missions from the

operational centre of the ship on
which it automatically takes off and
lands.

The Advanced UAV, the new-
generation of European UAVS, also
meets the operational needs of
France, Germany and Spain in
terms of future UAV intelligence.
The fixed-wing UAV, the DRAC /
Tracker is for contact
reconnaissance land units and will
increase their reconnaissance
capabilities. Finally, there is also the
Scorpio, a rotorcraft UAV, available
in two versions, Scorpio-6 and
Scorpio-30, consisting of an
unmanned helicopter-type UAV
vehicle, equipped with a gyro-
stabilised turret incorporating
interchangeable payloads in the
visible or infrared spectrum.
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RELIABLE AND SECURE COMMUNICATIONS

When it comes to
communications, EADS Defence
& Security provides serious naval
communications solutions, both
fixed and mobile. Today, EADS DS
is a leading global provider of
secure radio communications,
particularly through its professional
mobile radio systems (PMR).

This important technology offered
by EADS has notably been
deployed for the French Navy,
through the OPERA programme,
which provides wireless
communication between a seaport
and ships as well as on board

FREMM frigates.

EADS also bases its solutions on
civilian technologies, including
WiMAX, enabling the transmission
of IP data and voice
communications between the
command post and the battlefield.
This technology, already developed
and tested by the French Army, will
be adapted for the Navy. The initial
WIiIMAX tests are going to be held in
Brest.

This indisputable expertise in
network communications has made
it possible for EADS to compete on

the naval programme RIFAN 2
(Network IP for air and naval force).
This programme aims to offer a true
IP network for the various naval air
force surface ships, submarines and
aircraft engaged in a force of action,
during both exercises and missions.
It is a good opportunity for EADS to
confirm its capability to integrate the
best solutions by offering to lead the
programme in partnership with
DCNS and Rohde & Schwarz (main
German radio V/UHF manufacturer).

Based on platforms such as
CASA C-295, CN-235 and C-212 as
well as the fully integrated FITS
tactical mission system, the
solutions offered by Airbus Military,
a subsidiary of EADS through
Airbus, are designed for a wide
variety of patrol and maritime
security missions. These include law
enforcement, enforcement of
pollution control of the Exclusive
Economic Zone (EEZ), search and
rescue (SAR) and anti-surface and
anti-submarine (ASW, ASuW)
missions.

FITS is a new-generation tactical
airborne mission system for
maritime patrol and homeland
security. The system makes it
possible to access tactical
information and navigation in real
time. It is made up of sensors and
mission systems as well as
communication and navigation

Casa Maritime Patrol aircraft

SURVEILLANCE: THE AIRBUS MILITARY EXPERIENCE

systems. An intuitive human-
machine interface improves its
operational effectiveness.

FITS is a proven system used on
board a C-295 since the beginning
of 2001. It is operated by the
Spanish Air Force (modernisation of
P-3) and the Mexican Navy

(C-212). It was recently selected to
equip the C-235 in service with the
Spanish Agency for Maritime
Security (Sasemar) as well as for
the Irish Air Corps C-235 and the
Portuguese C-295. Similarly, FITS
will be fitted on the CN-235 of the
U.S. Coast Guard as part of a
programme covering integration of
sensors and aircraft systems.

Features such as the use of sensors
are controlled on multifunctional
consoles (MFC) and are connected
to central networks by high speed

broadband. The number of consoles
onboard the aircraft are six for the P-
3 Orion, four on Casa-295 ASW, two
on CN-235 in service within the U.S.
Coast Guard...

The maritime surveillance aircraft
from Airbus Military, in their maritime
patrol configuration, can carry
passengers or cargo payload,
depending on the available space in
the cabin. The Casa C-212
Patrullero, as well as the CN-235
and C-295 Persuader, can fulfil
many missions, thanks to their its
ramp. Unloading equipment into the
cabin is thus easy. The available
space can be used for additional
seats or to carry pallets... The
mission system is designed for easy
installation to quickly make more
room in the cabin for freight
transport.
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WHAT KIND OF ARCHITECTURE TO COUNTER PIRACY?

Based on network-centric security solutions,
flexible computer architectures and open software
platforms, EADS offers its customers cost-effective
solutions to enable teams to collaborate and
communicate easily, especially in the field of maritime
security.

In addition, these systems are based on the
consideration of existing systems and their integration
with innovative technologies.

EADS! technological and integration skills are focussed
on the three major steps in the security management
cycle:

- Observe and detect any events through the
integration of observation and detection systems
(radar, UAV, helicopters, balloons, sonar, tools for
detection of explosives and weapons, etc.).

- Inform the forces involved and decide on policies to
be applied: information analysis and relevant decision-

making are supported by advanced comparison of
images and information, simulation tools allowing the
creation of scenarios, geographic information systems
(GIS), modelling and impact systems to facilitate
decision-making, as well as operating tools and CAD
(Computer-Aided Dispatch);

- Act on the basis of a common operational view of the
situation: transmitting the necessary information to the
concerned authorities in order to enable them to
develop effective action plans.

Security begins with the confidentiality of
communications among the security forces. EADS has
developed specific technological solutions to protect its
customers! command and control systems against any
intrusions. EADS has gained know-how in the design,
integration and deployment of secure radio systems,
for secure broadband and universal messaging.

The Niv™se ship in the Gulf of Aden

The MNiv™seOfrigate, launched on 8 December 2008 to
combat piracy off the coast of Somalia (Gulf of Aden and
Indian Ocean), is the first French military vessel to
participate in Operation Atalante. The Niv™eOwas
assigned by Northwood Command the mission to patrol
in the central area of the Gulf of Aden.

On Wednesday 10 December 2008, in the early
afternoon, the maritime patrol aircraft (PATMAR)
Atlantic2, which flies over the area, detected a ship with
a small skiff and a score of people onboard. The
commander of the ONiv™sdfen gave the order to check
out the boat and its crew. The purpose was to neutralise

French frigate ONiv™seO with its Panther helicopter (Eurocopter) potential pirates.

TOWARDS A CASA DEDICATED TO THE FIGHT AGAINST PIRACY?

In addition to system
architectures, EADS has a whole
range of possible responses in its
range of products, ranging from
helicopters (Panther...) to aircraft.
It is in particular a systems
integrator. Indeed, as part of the
fight against piracy, the most
complicated yet most effective
system, according to the officers, is
the maritime patrol aircraft. Not an
Awacs, which is geared toward a
single threat, but a complex mission

aircraft. Based on a Casa, an
inexpensive platform, EADS
proposes to integrate a mission
system similar to those equipping
the aging Atlantic 2 or the Hawkeye,
in order to give it the capability to
operate above sea, on land, as well
as with command or intelligence
capabilities (signals exploitation...).

The Hawkeye, which could be used
as a model for EADS, is a small and
robust radar-aircraft that can
operate from aircraft carriers. It can

also support air interception and
assault missions against naval and
land-based targets, while providing
the tactical situation.

Finally, Hawkeye is used as an
information and data relay within the
battle group, and participates during
special operations for the guidance
of transport helicopters and combat
SAR (Search and Rescue). As it is
not armed, it is always escorted by
fighter aircraft.
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SOVEREIGN RESPONSES TO PREVENT ABUSES

U.S. Vice-Admiral Gortney, who
heads the Combined Maritime
Forces Component, recently
indicated that he did not have
enough resources to ensure
protection of the 20,000 vessels
transiting off the coast of Somalia.
New security measures could
include the integration of private
security guards aboard ships,
according to Commodore
Winstanley, Gortney!s assistant.

These statements have revived the
interest in private security
companies, which in recent weeks
have stepped up their prospecting
activities toward the shipowners.
According to a persistent rumour
originating in London, maritime
insurers have proposed a reduction
in insurance premiums for ships with
onboard security personnel when
travelling off the coast of Somalia.
Blackwater (well known in Iraq),
recently confirmed its interest in this
type of mission and indicated it was

in discussions with a dozen ship
owners. The group offers escort
services using the McArthur, a
former U.S. research vessel capable
of carrying three fast boasts as well
as two OH-6 helicopters and a crew
of 40 security officers.

Faced with the opposition of
maritime experts, the U.S. firm has
stressed the use of non-lethal
systems (laser and long range
acoustic devices)Pa communication
campaign intended to prove that
there will be no abuses! Indeed, the
maritime professionals are strongly
opposed to any arms race at sea.
The International Maritime Bureau
(IMB), which wants to avoid an
escalation of violence, has
maintained its position and refuses
to use weapons on civilian ships.

This position is shared in France by
Anne-Sophie AvZ, head of
Armateurs de France, which
prohibits assistance by private
security companies. She considers

this option Qrresponsible,Opointing
out that sailors do not want to be
accompanied by armed personnel.
She believes that the security of
vessels lies in the strengthening of
the mechanism of voluntary naval
monitoring, and, to Ghe extreme limit
and in a timely mannerOby the
presence on board, of military naval
commandos, as is the case for ships
of the World Food Programme
(WFP). According to her, security at
sea should remain the sovereign
domain of States, with, when
necessary, financial support from
ship owners, in order to keep
military vessels at sea when
needed.

French General Poncet, president of
the Prevention Risk Group (PRG),
said Qinder the law, we are unable
to take onboard armed personnel on
civilian vessels under the French
flag. Doing so exposes the company
to criminal prosecution.O

HELICOPTER: A KEY ELEMENT AGAINST PIRACY

Various uses of the
helicopter

1 / Surveillance of maritime traffic,
the detection and identification of a
ship requires a device with a
thermal camera (FLIR) or a radar.
The same helicopter may also carry
out the rescue of vessels in distress
and or persons at sea (Search and
Rescue). In order to do so, the
helicopter must be equipped with a
winch and a diver. For these
assignments, Eurocopter offers the
Panther and the NH90.

2 | The use of helicopters is also
essential in order to ensure
coverage of operations, to protect
an intervention aboard a suspect
ship. A good platform could be the
Panther fitted with a 20-mm gun,
which provides good firepower at a
fair distance (600 to 1,000 m). It
also offers flexible use as the
helicopter can fly in circles around

the targeted boat for monitoring and
as also has orbital firing capability.
The Panther can even, through
hovering, threaten the suspect ship
with either the same armament or
with a 12.7-mm sniper rifle. The
mission personnel can be
transported to the suspect vessel by
another helicopter fitted with
rappelling capability and/or with a
winch for recovery (or cluster
system). This second helicopter
may be either another Panther or an
NH90.

3/ In case of intervention to help an
assaulted boat, the operation has to
be quick and thus have a helicopter
with a powerful cruising speed, such
as the Panther. Due to its compact
size, the Panther can operate from
a medium size ship (frigate ...).

In case of action against an
aggressor (armed pirates onboard),
it may be necessary to engage the
target before the start of the

intervention and summon fires to
stop the boat. In this case, in
addition to the embarked gun, the
helicopter can receive a rocket pod,
or even a light-guided missile. The
entry in service of laser-guided
rockets will also allow for greater
efficiency.

Operational flexibility

The helicopter provides a flexibility
of use thanks to its multi-role
capability. Turbomeca Arriel 2C
benefits from the FADEC system
(Full Authority Digital Electronic
Control). Its main missions are anti-
ship and anti-submarine warfare,
and search and rescue.

While waiting for the naval version
of the NH90, the Panther, and its
Italian competitor, the Lynx, are an
essential part of operational
capabilities used to fight against
piracy.
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TOWARDS A PERMANENT MARITIME THREAT

Ninety per cent of inter-regional
trade takes place via maritime
routes. For the past few years,
France has been trying to develop
a real maritime policy, which, in the
short-term could lead to an important
agreement signed in Paris. The threat
at sea is becoming more widespread,
particularly in lawless areas such as
Somalia. It is also tending to become
permanent, forcing countries to
employ ongoing measures.

EADS, while continuing to optimise its
solutions for military and civilian
maritime security, is aware that
maritime security will continue to be a
complex issue. The European group,
in its research & development plans,
is already trying to meet tomorrow!s
threat by looking at pirates! modes of
action and analysing the doctrines of

maritime world powers such as the
United States and Russia. Both
countries, despite different views,
consider that tomorrow!s challenges
do not concern air transport security.
It is the vulnerability of the sea, where
some areas are still outside the
jurisdiction of States, that will be the
greatest challenge, with the growing
risk of @naritime terrorism.O

EADS, while not only focusing on this
vulnerability, is refining its approach
and making the threat at sea a top
priority. The group will consolidate its
experience, particularly in Germany
(surveillance of North Sea coastal
areas), Portugal (coastal traffic
management system), Estonia (Coast
Guard), South Africa (coastal traffic
management system), the United
States, etc.

PIRATES BECOMING MORE ORGANISED

Somali pirates do not seem
bothered by the fact that ship
convoys are protected by military
escorts, private or not. About ten
days ago, a band of pirates
approached a vessel that was part of
a convoy, and thus supposedly
protected by German, Greek and
Indian military vessels. The operation
took place in broad daylight and the
pirates, once aboard the ship, left the
convoy to bring the prisoner ship into
a Somali port. The reality is that it is
difficult and costly for escort vessels
to ensure round-the-clock protection

of merchant ships. Continuous
helicopter surveillance would be
needed, as it is the only effective
mean of monitoring an entire convoy.
According to one observer, pirates in
small boats are always spying on
convoys. Once they detect a less-
protected ship, they board it very
quickly. Moreover, while private
security personnel are sometimes
paid by shipowners to ensure the
security of ships off Somalia, they
are not often heavily armed, lacking
the necessary permission to carry
weapons. Thus, Qve must be

EADS will increasingly meet needs
with integrated solutions. That is the
whole point of @lobal Security.OThe
threat to national security is an
increasingly global problem. The
growth of international trade and
communications increases the
potential impact of a disaster on
nations and their governments.
Ensuring the security of borders,
urban areas and critical
infrastructures such as data centres
or power plants, has become a real
issue that EADS DS is taking
seriously.

The mission team dedicated to
GGlobal SecurityOmust support its
customers to cope with new
challenges to national security, with
solutions and services, enabling them
to minimise exposure to risk.

onal & National Security Centre

resourceful and original,Osays an
private officer returning from Somali
waters, i.e. use Molotov cocktails,
Tasers, crossbhows... A private agent
defines its own budget according to
the ship to be protected. It is thus
difficult to provide effective protection
in these circumstances, given that
pirates are armed with Kalashnikovs
and even RPGs...

Therefore, there is a great risk of
seeing the actions of private security
turn into acts of war.
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